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Complexity has always been the enemy of security and will LWK OHVV FODULW\ DV WKHUH V QR GH4QLWLYH
EH D VLIQLAFDQW FKDOOHQJH DV PRVW HQW Harputers/imdiNenke @& With the ability to crack current
widespread cryptographic deployments, spanning network encryption.

and security devices, servers, applications and clouds.
But that shouldn’t lull us into complacency, as malicious actors
As with the start of all cybersecurity initiatives, we should begin have for years been stealing and storing data for future
by inventorying and assessing the current cryptographic state, decryption.
classifying assets, criticality, and then prioritizing migration.

These Store Now Decrypt Later (SNDL) attacks have been
We should approach PQC migration like another YZ2K with us for some time, as evidenced by the targeting of
enterprise-wide IT initiative. submarine cables and global networks.
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& | Inventory and Assess
the Current State

—GHQWLI\ DQG LQYHQWRU\ DOO WKH SODFHV FU\SWRJUDSK\ LV XVHG LQ \RXU RUJDQL
SURWRFROV HPDLO PHVVDJLQJ QHWZRUN VHUYLFHV DSSOLFDWLRQV HWEF

Teams should be mindful of the cryptography deployed, as well as other crypto tools provided by vendors in the form of cloud
VHUYLFHY QHWZRUNLQJ DQG VHFXULW\ GHYLFHYV

Prioritizing
the Migration

With inventory completed, the next step is to assess the criticality of cryptographic assets that need to be migrated to
guantum safe solutions. Considerations include regulatory requirements, potential impact of compromised data, business
loss, and reputational loss. Start with less critical assets and progressively migrate the more important systems.

Develop an Agile
Crypto Strategy

Determine an appropriate migration strategy that is designed to accommodate developments in algorithms and other forms

RI FU\SWRJUDSK\ :KLOH TXDQWXP UHVLVWDQW VROXWLRQV EDVHG RQ 1-67 DSS
SRSXODU \RXU VWUDWHJI\ VKRXOG DOORZ XVH RI K\EULG VROXWLRQV XVLQJ FOD
singular solution for every organization, as migrations will vary depending on each organization's unique requirements and

legacy cryptographic infrastructure.

3D\ SDUWLFXODU DWWHQWLRQ WR ZKHWKHU \RX OO LPSOHPHQW WKH 34& VROXW
RU VRPH FRPELQDWLRQ RI ERWK HQVXULQJ WKH VROXWLRQ FRQVLVWHQWO\ PH
and standards requirements. Be especially mindful of existing cryptographic deployments, compatibility, and vendor reliance

during and after the migration. This is where an agile crypto strategy comes into play — ensuring that you can switch

algorithms and strategies with changes in technology.

Implementation
and Testing

Continuously test and validate processes and performance throughout the implementation to ensure the migration is
KDSSHQLQJ DV SODQQHG DQG XQIRUHVHHQ LVVXHYVY DUH LGHQWL4HG VXFK DV FR
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